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PackpbIT cnncok «>ky4dkos» AHB CLLUA onsa TeXHUKM
Cisco, Huawei n Juniper. ®0TO

BesonacHocTb Bepeua ana KNK
10.01.14, N7, 17:46, Mck, TekcT: Cepreii MoncynuH /

KaTanor BkatovaeT XyUKn ansa mexkceTeBbix akpaHoB Cisco, Huawei n
Juniper, cepsepoB Dell PowerEdge, SIM-kapT, kabeneit USB, LAN n VGA,
npoToTmn XXy4uka Ansa iPhone n T. 4. MOMUMO >Xy4YKOB, B KaTaslor BXOoguUT
obopyfoBaHue, npegHasHayeHHoe 4715 NPOCYLUKN.

lepmaHckoe usgaHue Spiegel ony6nvkosano 48
CTpaHuL, KaTanora «xy4kos» AHB CLUA (AreHTcTBa

su . HaumoHasbHO 6€30MacHOCTM), NpeAHa3HAYEeHHbIX
=Y traaia” AN BHEAPEHWS U nepexBaTta AaHHbIX B
HUAWE!

060py0BaHNN N3BECTHLIX aMEPUKAHCKUX W
asmaTckux npovssoguTeneii. Katanor gatmposaH
2008-2009 r.r.

Katasior BKo4aeT NporpamMMHbIe >KyUKn ans
MexceTeBbIx 3kpaHoB Cisco (nmHelika PIX 500,
mogenu ASA 5505, 5510, 5520, 5540 n 5550),
Huawei (nuHeilikn Eudemon 200, 500 u 1000) n
Juniper (Netscreen ns5xt, ns25, ns50, ns200,
isg1000, nsg5t, SSG 320M, 350M, 520, 520M u
550M).

Beibupaiite
: B KaTanor Takxe BXOAST NPOrpaMMHbIE XXY4YKU ANst
B Huawei!
A s A SIM-kapT, ncnonb3yembix B ceTax GSM. OHu

No3BO/IAOT U3BMEKaTb KOHTaKTbl, SMS-coobLeHuns,
MNCTOPUIO 3BOHKOB N F€0/I0KALVIOHHbIE AaHHbIEe C
TenecdoHa 1 0TNPaBAsATb UX Ha 3afaHHbIl

Hogas Bepcusi Trojan.Mods MO6M/IbHBIN HOMep Mo SMS.
cnoco6Ha fobbiBaTh Bitcoin

YuTaiite Takke:

5 . . B kaTanore Takke npeAcTaBfieHbl annaparHble
eflyLii MMpoBOI o
pa3PABOTUMK LLIM(POB CHIZNN Xyukn ans USB- n LANU-KaGeneM (nepexsaTbiBaloT
VX HafIeXKHOCTb 3a B3ATKY $10 faHHble), VGA-kabeneli (N03BONSIOT NepexaatbiBaTb
M/H OT BnacTedt CLUA BMAEOCUrHa, uaywmii ¢ MK Ha MOHUTOP), XXYYKU
[NS KOMMbIOTEPOB W MPOYNX BbIYNCANTENBHBIX
TpOoAH-A06bITYNK GUTKOMHOB 6 Wind Li FreeBSD u Solari
PACKPLIBAET MMS! CBOCTO cucTem Ha 6ase 1n ows, Linux, FreeBSD u Solaris,
cosparens MOGWBHLIX YCTPocTB Ha Windows Mobile, a Takke
ans cepsepos Dell PowerEdge (1950, 2950) n HP
ProLiant 380DL G5, cucTembl uMnTaLmm 6a30BbIX
CTaHLMIA COTOBOA CBSI3N 1 MOANDMLMPOBaHHbIE TeneoHbl Samsung 1 Apyrux
Npov3BOAMTENEN C MHTErPUPOBAHHOM CUCTEMOI MPOCAYLLKN.

Pa3paboTKoi Bcex XXyukoB 3aHUMaeTcs nogpasgeneHve ANT. CoTpyaHukm AHB moryT
3aKasblBaTb Y HEr0 XYUKM, KOTOPbIE UM HEOOXOAVMbI AN CNEXKN. BOMbLIMHCTBO
>Ky4KOB 6ecnnartHbl, O4HaKO eCTb W M/aTHbIe - CTOMMOCTb BapbupyeTcs Ao $250 Thic.
(CTONBbKO CTOUT peLleHne ANsa pa3BepTbiBaHUS TOTOBbLIX MOGW/bHBIX CETEN).

HekoTopble XYy4K1 HaxoaaTca B pa3paboTke: Hanpumep, NporpamMmMHbIi XXy4oK Ans
Apple iPhone. OH f0/MKEH NO3BONUTL YAAIEHHO 3anuUChbiBaTb 1 13BeKaTb (haliibl co
cMapToHa, Nony4YaTb CNMCOK SMS-CO0G6LLEHWIA, CNMMCOK KOHTaKTOB, AOCTYN K
ron0coBo NouTe, MUKPOGOHY, Kamepe ¥ MHhOPMaLIMK O TEKYLLMX KOOpAMHATaX
aboHeHTa. YnpaBneHue Xy4YKoM npegnaraeTca oCyLecTBAATb C NOMOLb0 SMS-KomMaHa
nnm nocpeactsom GPRS-coeguHeHus.

CrMCOK >Xy4KOB 1 060py0oBaHNst

RAGEMASTER - »y40K Ana nepexsata BUAeoCUrHana Ha MOHUTOP
JETPLOW - Xy4oK ans MexceTeBblx 3kpaHoB Cisco

HALLUXWATER - >Xy4oK ANl MeXceTeBbIX 3KpaHoB Huawei
FEEDTROUGH - »y40K 15 MEXCeTEBbIX 3KpaHOB Juniper
GOURMETTROUGH - xy40K A/1a MexceTeBblX aKpaHoB Juniper
SOUFFLETROUGH - »y40K AN15i MeXCeTEBbIX 3KpaHOB Juniper
DROPOUTJEEP - xyuok ansi Apple iPhone (pa3pa6aTbiBaeTcs)
GOPHERSET - »xy4ok ansi SIM-kapt

MONKEYCALENDAR - >y4ok ans SIM-kapT

TOTECHASER - Xy4oK ana mo6unsHoro tenedona Thuraya 2520
TOTEGHOSTLY 2.0 - >y4oK Ana ycTpoiicTB Ha 6a3e Windows Mobile
PICASSO - koMnneKkT MoanguLMpoBaHHbIX MOGUIbHBIX TeneoHoB Samsung u Eastcom
CROSSBEAM - GSM-mogynb

CANDYGRAM - nmnTaTop 6a30Boii cTaHuum cetn GSM

CYCLONE Hx9 - pelueHve ans pa3BepTbiBaHWsi CETU COTOBOM CETU

EBSR - o6opyfoBaHme ais cOTOBOM CBSI3N

ENTOURAGE - o60pyfoBaHue A/ COTOBOW CBA3M

GENESIS - Moanth1LmMpoBaHHbIA MOGUNbHBI TenedoH

NEBULA - pelueHne gns pa3BepTbiBaHWS CETU COTOBOW CETH

TYPHON HX - o6opyaoBaHue 418 COTOBO CBS3W

WATERWITCH - ycTpOICTBO /191 BbISIBNEHUS KOOPAMHAT MOOUIbHBIX TenedoHoB
CTX4000 - nopTaTuBHbIli pagap

LOUDAUTO - nepefartyvk 3ByKa

NIGHTWATCH - nopTaTVBHbIA KOMMbIOTEP A/151 CKAHWPOBAHUSA CUTHAOB
PHOTOANGLO - cuctema pagapos

TAWDRYYARD - nepegarunk

GINSU - Xy40K Ans BblUMCANTENbHLIX cucTeM Ha 6a3e Windows
IRATEMONK - >Xy4oK An5i NepCoOHasIbHbIX KOMMbIOTEPOB

CTp. 1u3 26 19.06.2019, 20:27



CNews: PackpbIT Cnncok «xyukos» AHB CLUA ans TexHuku Cisco, ... file:///C:/SP_Files/3/Work/Energosystems-trojans/Kisa/11/Cnncok_X...

SWAP - Xy40K A/19 NePCOHaIbHbIX KOMMbIOTEPOB
WISTFULTOLL - »y4oK 4719 nepcoHasibHbIX KOMMbIOTEPOB
HOWLERMONKEY - nepegatumnk

JUNIORMINT - muuu-MNK

MAESTRO-II - MuHn-MNK

SOMBERKNAVE - Xy40K An51 IoKa/IbHbIX ceTel
TRINITY - MunHu-NK

HEADWATER - Xy4ok ansa poytepos Huawei
SCHOOLMONTANA - >y4oK Ansi poyTepos Juniper
SIERRAMONTANA - »y4oK Ansi poyTepoB Juniper
STUCCOMONTANA - Xy4oK gna poytepos Juniper
DEITYBOUNCE - »xy4ok ans cepsepos Dell
GODSURGE - »xy4ok ans cepsepos Dell
IRONCHEF - »yu4ok gns cepsepos HP
SURLYSPAWN - nepegatunk

COTTONMOUTH-I - Xy4oK ansa coegmHeHunii USB
COTTONMOUTH-I1I - xy4oKk ans coeguHeHnin USB
COTTONMOUTH-III - y4oK ans coegnHeHnin USB
FIREWALK - »y4ok ans coegnHennii LAN
NIGHTSTAND - o6opyfoBaHue cBS3u

Xyukun AHB co3gaHbl TakuM 06pa3om, YTOGbI OHM MOT/IM NPOJO/IKATbL pa6oTaTb nocne
nepesarpysku 1 faxe 06HOBNEHUA NPOLUMBKM 060py0BaHWs. BHeapeHne
OCYLLECTBNSIETCS C MOMOLLbIO Pa3/INYHbIX YSI3BUMOCTEN, TEXHUYECKUX MHTepeincoB,
BIOS, 3arpy304HbIX CEKTOPOB U T. M.

BeHgopbl oTpearnposanu Ha ny6avkaumo Spiegel, otpuuas Hannumne nobbix opm
COTPYZAHMYeCTBa CO creLcnyx6amu. CTaplunii BULLe-NpesuaeHT, rnasa no
6e3onacHocTyu Cisco I>koH CTroapT (John Stewart) 3asBus, 4TO KOMMNaHUA He
COTPYZHMYAET C roCyAapCTBEHHbIMI OpraHammn U He NOMeELLAEeT B CBOe 060py0BaHNe
63Kaopbl. OH TakXe cKasasl, YUTo B HacTosiLiee Bpemsi akcnepTam Cisco HEM3BECTHbI
KaKune-nnM6o ysi3BUMOCTU B PELLEHMSIX KOMMAHWUU, KOTOPble MOTK GbiTh MCMO/b30BaHbI
[ON5 BHEAPEHUS 63KA0POB.

Poccuiickuii ocomc Cisco Ha Bonpockl CNews He oTBeTU.

B poccuiickom ocmce Samsung Ha 3anpoc n3gaHus CNews oTBeTUAN CNeayrowmm
obpasom: «Samsung cnegyeT 3aKOHOAATENbHbIM HOPMam Tex CTpaH, B KOTOPbIX BefeT
6u3Hec. B HacToALlee Bpems Mbl BEAEM MPOLECcC cepTUthnKaLmmn XecTKMX [UCKOB,
KoTopble 6yAyT NOCTaBNATLCA Ha TeppuTopuio PO, [lo 3aBepLUeHns npoLecca
cepTudmKaumm, orumanbHbIX NOCTABOK XECTKMX UCKOB Samsung Ha TeppuTopumn
Poccuu He BypeT».

CUCTEMbI /11 KOHTPOIS Haj, CETEBLIMU 3KpaHaMu

'OP SECRET/ICOMINT//REL TO USA, FVEY

JETPLOW

ANT Product Data

(TSNSIWREL) JETPLOW is a firmware persistence implant for Cisco PiX Seriesand ™[
ASA (Adaplive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06124108
software implant. JETPLOW also has a persistent back-door capability,

Cammand, Conlrel, snd Duts Exfiliration
DT implana Communications Fresacol (typical)

(TSISIFREL) JETPLOW Persistence implant Concept of Operations ..'.

(TSHSIREL) JETPLOW i a firmware persistence implant for Cisco PIX Series and .. . . {
ASA {Adaptive Security Appliance) firewalis. It persists DNT's BANANAGLEE

software implant and modifies the Cisco firewall's operating system (05) at boot 8
time. If BANANAGLEE support is not available for the booting operating system, it .. . \
can install a Persistent Backdoor (PBD) designed 1o work with BANANAGLEE's =
communications structure, so that full access can be reacquired at a later time, . . i
JETPLOW works on Cisco’s 500-series PIX firewalls, as well as most ASA firewalls i
(5505, 5510, 5520, 5540, 5550). b i

(TSHSIREL) A typical JETPLOW deployment on a target firewall with an extifiration
path to the Remote Operations Center (ROC) is shown above. JETPLOW is
remotely upgradeable and is also remotely installable provided BANANAGLEE is
already on the firewall of interest,

Status: (C/REL) Released. Has been widely deployed. Current Unit Cost: $0
availability restricted based on OS5 wersion (inquire for details).
poc: I 532222, __ s g Derived From: NSAICSSM 1.5

Dated: FR0THL
Dreclassify Gn: F328108

TOP SECRET//COMINT//REL TO USA, FVEY

JETPLOW, NporpaMMHbIi «>Ky4OK» N5 MeXXceTeBblX aKkpaHoB Cisco
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TOP SECRET/ICOMINT/REL TO USA, FVEY

target Huawei Eudemon firewall as a boot ROM upgrade. When the target reboots,
the PBD installer software will find the needed palch points and install the back door
inihe inbound packet processing routing,

B HALLUXWATER

ANT Product Data

Commund, Cantrol, anvd Data Exfilyation using
DNT

e e e e

(TSHSWREL) Once installed, HALLUXWATER communicates with an NSA operator
via the TURBOPANDA Insertion Tool (PIT), giving the operalor covert access to
read and write memory, execule an addrass, or executs a packet.

(TSHSUREL) HALLUXWATER provides a persistence capability on the Eudemaon
200, 500, and 1000 series firewalls. The HALLUXWATER back door survives OS5
upgrades and automatic bootROM upgrades.

Status: (UIFOUQ) Gn the shelf, and has been deployed.

poc: I 5222, NN S .
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Derived Feom: NEAIESSN 1.6
Dated:

Orclassify On: 0326108

TOP SECRET//COMINT//REL TO USA, FVEY

HALLUXWATER, 63kfop 4151 MexkceTeBblx 3kpaHoB Huawei Eudemon, Netscreen, 1SG 1000

TOP SECRETICOMINTIREL USA, FVEY

(TSHSWREL) FEEDTROUGH Is a persisience technigue for two software implants, DNT's
BAMNANAGLEE and CES's ZESTYLEAK used against Junsper Metscreen firewalls.

HNSA
Remote Opertions Center

Target Network

(TSHSWREL) FEEDTROUGH can be used to persist two implants, ZESTYLEAK andior
BANANAGLEE across reboots and soltware upgrades on known and covered OS's for the
foBowing Metseresn lirewalls, nsbxt, ns25, NS0, nS200, ns500 and ISG 1000, There i ng
direct communication to of from FEEDTROUGH, but if present. the BANANAGLEE implant
can receive and transmit covert channel comms, and for certain platforms, BANANAGLEE
can also update FEEDTROUGH. FEEDTROUGH however can only persist 05's mcluded
in i's databases. Therabore this is best employed with known 05's and if a new OS5 comes
out, thin thi customer would nesed 1o add this 05 10 the FEEDTROUGH database for that
particular firewall.

(TSHSWREL) FEEDTROUGH operates every time the partscular Juniper firewall boois, The
first hook takes it to the code which chacks to see if the O5 is in the database, if it is, thena
chain of events ensures the installation of either one or both implants. Otherwise the firewall
boats noemally. i the Q5 is one modified by DNT, it is not recognized, which gives the
customer freedom io field new software.

FEEDTROUGH
ANT Product Data

06/24/08

bog
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Status: (SISIIREL) FEEDTROUGH has on the sheif igns for all of the
It has been deployed on many target plationms:
POC: 532222, s
I . ——
20370108
Declassity On: 20020108

TOP SECRETHCOMINTIREL USA, FVEY

NS25, NS50, NS200, NS500, 1SG1000

FEEDTROUGH, NporpamMmMHbIii <o>Ky4oK» A/1si MeXKCeTeBbIX 9KpaHoB Juniper Netscreen N5XT,
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(TSISWREL) GOURMETTROUGH is a user configurable persistence implant for =
certain Juniper firewalls. it persists DNT's BANANAGLEE implant across reboots
and OS upgrades. For some platforms, it supports a minkmal implant with
beaconing for OS's unsupported by BANANAGLEE.

GOURMETTROUGH

ANT Product Data

P R ———

wplant Concept of

(TS/HSWREL)For supported platiorms, DNT may configure BANANAGLEE without
ANT involvement. Except for Bmited platforms, they may also configure PED for
minimal implant in the case where an OS unsupported by BANANAGLEE is booted,
Status: GOURMETTROUGH is on the shelf and has been deployed on many
target platforms. It supports nsgSt, ns50, ns25, isgl000(imited). Soon- ss5g140,
505, 55020

Unit Cost: S0

poc: I 52222, I -

C.O0V

Derived Feom: NEAICSSN 1.6
Dated: F0THL04
Ceclassity On: 2032610

TORWSECRETHCOMINTHREL TO USA, FVEY

NS50, NS25, 1SG1000, SSG140, SSG5, SSG20

TOP SECRET/ICOMINT/REL TO USA, FVEY

(TSiISW/REL) SOUFFLETROUGH is a BIOS persistence implant for Juniper SSG
500 and SSG 300 series firewalls. It persists DNT's BANANAGLEE software
implant. SOUFFLETROUGH also has an advanced persistent back-door capability.

GOURMETTROUGH, nporpamMmMHbIi «>Ky4OK» A/151 MexXceTeBblx akpaHoB Juniper NSG5T,

SOUFFLETROUGH

ANT Product Data

Command, Contrel, and Dta Exfiliration wsing
DT

(TSIISINAEL) SOUEFLETROUGH Persistence Implant Cancept of Oparations

(TSHSWREL) SOUFFLETROUGH is a BIOS persistence implant for Juniper SSG
500 and SSG 300 series lirewalls {320M, 350M, 520, 550, 5200, 550M}. It persists
DNT's BANANAGLEE software implant and madifies the Juniper firewall's operating
system (ScreenOS) at boot time. If BANANAGLEE support is not available for the
booting operating system, it can install a Persistent Backdoor (PBD) designed to
work with BANANAGLEE's communications struciure, so that full access can be
reacquired at a later time. It takes advantage of Intel’s System Management Mode
for enhs d rediability and . The PBD is also able to beacon home, and
is fully configurable.

[TSHSIWREL) A typécal SOUFFLETROUGH deployment on a target firewall with an
exfiliration path to the Remole Operations Center (ROC) is shown above,
SOUFFLETROUGH is remotely upgradeable and is also remately installable
provided BANANAGLEE is already on the firewall af interest.

Status: (C//REL) Released. Has been deployed. There are no Unit Cost: $0
availability restrictions preventing ongoing deployments.

Poc: I =322z Derived From: HEAICASM 152
: 200

L
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Orclassify On: 20326108

TOP SECRET//COMINT//REL TO USA, FVEY

YcTpoiicTBa criexxeHus 3a KnaBmatypoi

SOUFFLETROUGH, 63kaop ans BIOS mexceTeBbIx 3kpaHoB Juniper SSG30x/SSG50x
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TOP SECRET/ICOMINT/REL TO USA, FVEY

SURLYSPAWN

ANT Product Data

(TSISWREL TO USA.FVEY) Data RF retro-reflector. Provides return
modulated with target data (keyboard, low data rate digital device) when 07 Apr 2009
illuminated with radar,

(U) Capabilities

(TSHSIIREL TO USAFVEY) SURLYSPAWN
has the capability to gather keystrokes without
requiring any software running on the targeted
system. It also only requires that the targeted
system be touched once. The retro-reflector is
compatible with both USE and PS/2 keyboards.
The simplicity of the design allows the form
factor to be tailored for specific operational
requirements. Future capabilities will include

laptop keyboards. .. . .
(U} Concept of Operation

(TSHSIWIREL TO USA,FVEY) The board taps into the data line from the .“ . "
keyboard to the processor. The board generates a square wave oscillating at

a preset frequency, The data-line signal is used to shift the square wave ... . .
frequency higher or lower, depending on the level of the data-line signal. The

square wave, in essence, becomes frequency shift keyed (FSK). When the .. . .

unit is lluminated by a CW signal from a nearby radar, the illuminating signal
is amplitude-modulated (AM) with this square wave. The signal is re-radiated, .. . [
where it is received by the radar, d ed, and the d d signal is
processed to recover the keystrokes. SURLYSPAWN is part of the ..
ANGRYNEIGHBOR family of radar retro-reflectors.

Unit Cost: 530
Status: End processing still in development

poc: I =22« . [ -

TOP SECRET//COMINT//REL TO USA, FVEY

SURLYSPAWN, annapaTHbIii «>Ky4oK>» [/19 OTCIEXUBaHUA KNaBUaTypPHbIX HaXKaTUii ¢
nepegayelt faHHbIX Mo pagnokKaHasy

CucTtembl nepexsarta I/I306pa)KeHVIFI

TOP SECRET/COMINT//REL TO USA, FVEY

RAGEMASTER

ANT Product Data

(TSNSIREL TO USAFVEY) RF retro-reflector that provides an enhanced radar —
cross-section for VAGRANT collection. It's concealed in a standard computer video 24 Jul 2008
graphics aay (VGA) cable between the video card and video monitor, IUs typically
installed in the ferrite on the video cable.
{U) Capabilities
(TSHSWREL TO USA FVEY) RAGEMASTER provides a target for RF flooding
and allows for easier collection of the VAGRANT video signal. The current
RAGEMASTER unit taps the red video line on the VGA cable. It was found thay,
empirically, this provides the best video return and cleanest readout of the
MOonitor contents.

m— S AT T
3zmMND
) 24 28 4 8 12 16 .".

(U) Concept of Operation . . . .
(TSIISWREL TO USA,FVEY) The RAGEMASTER taps the red video line
between the video card within the desktop unit and the computer monitor, .. .

typically an LCD. When the RAGEMASTER is illuminated by a radar unit, the
fluminating signal is modulated with the red video information. This information ..
iz re-radiated, where it is picked up at the radar, demodulated, and passed
onto the processing unit, such as a LFS-2 and an external monitor,
MIGHTWATCH, GOTHAM, or (in the future) VIEWPLATE. The processor
recreates the horizontal and vertical sync of the targeted moniter, thus allowing
TAO personnel to see what is displayed on the targeted menitor.

Unit Cost: $ 30

Status: Operational. Manulactured on an as-needed basss. Contact POC for
availability information.

POC: I 532243 I, [ - - ZE .

Dated: 20070108

Declaysity On: 20320108

TOP SECRET//COMINTI/REL TO USA, FVEY

RAGEMASTER, annaparHblii <>Ky4oK» A/1si nepexeara CUrHana ¢ 3kpaHos VGA

<«XKyukn» ansa noptos USB u Ethernet
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COTTONMOUTH-I

ANT Product Data

(TSNSIREL) COTTONMOUTHI (ML) is a Universal Serial Bus (USE) hardware implant | o0
which will provide a wireless bridge inmo a target network as well as the ahility to load exploit
software onto tanget PCs.

[T&I'B!N‘Rﬂ.] CM-1 will provide a]r1;up hndglng soltware persistence capability, “in-field” re-
progr . and covert & host software impdant over the USB. The

RFWMIIM;... and data i i d jon. CM-I will also coer

with Data Nework Technologies (DNT) software (STRAITBIZARRE) through a covert ."

channe! implementid on the USB, using this communication channel 10 pass commands and

data between harchware and software implants. CM-l will be a GENIE-comphkant implant

based on CHIMNEYPOOL. .". .

(TSISIREL) CM-1 conceals digital components (TRINITY), USE 1.1 FS hub, switches, and

HOWLERMONKEY (MM) RF Transceiver within the USB Series-A cable connector, .'...'

MOCCASIN i the version permanently connected to a USB keyboard. Another version can

be made with an unmodified USB connector at the other end. CM-l has the ability o

communicate to other CM devices over the RF link using an over-the-air protocol called ....

SPECULATION. COTTORRICUTH COROR

i "

v | e "
"

"

Status: Availability — January 2009 Unit Cost: 50 units: $1,015K
POC:
ALT POC:

TOP SECRET//COMINT//REL TO USA, FVEY

COTTONMOUTH-I, annapaTHbIii «>Ky4oK» A/151 nepexsata aHHbIX N UHbEeKL N TPOSIHOB
yepes USB-nopT, cnoco6Hblit NnepeaasaTth faHHbIe M0 paguokaHany

TOP SECRET/ICOMINT/REL TO USA, FVEY

COTTONMOUTH-II

ANT Product Data

(TSHSWREL) COTTONMOUTH-Il (CM-1I) i a Uriversal Serial Bus (USB) hardware Host ——
Tap, which will provide a covert ink over USB link into a targets network. CM- is intencled
to be operate wilh a long haul relay Subsystem, which is co-located within the targer | DB/05/08
equipment. Further integration & needed to tum this capability into a deployable systam.

(TSUSUIREL) CM-I will provide software . “in-dield” re-prog
mcmmmmmmhahus!sn&wempmntmmeusa I:Mﬂmalso
communicate with Data Network Technologies (DMT) sofiware (STRAITBIZARRE) through a
covert channel implemented on the USE, using this communication channel 1o pass
commands and data betwesn hardware and software implants. CM-Il will be a GENIE-
compliant imptant based an CHIMNEYPOOL. .'..
(TSISWIREL) CM-li cansists af the CM-1 digital hardware and the long haul relay concealed
somewhere within the target chassis. A USB 2.0 HS hub with switches is concealed in a ....

dual stacked USB connector, and the two parts are hard-wired, providng a inra-chassis link.
The long haul relay provides the wireless bridge into the target's natwork.

coTTomuD-1 cham conor "wn
"o
W
"
"o
(N ]

Unit Cost: 50 units: $200K
Status: Availability = September 2008
POC: sa2z:, L. 0oy O B NS S 32

ALT POC: s3223, I ki

TOP SECRET//COMINT//REL TO USA, FVEY

COTTONMOUTH-11, annapaTHbIi «>Ky4oK>» A9 YAA/IEHHOI0 AOCTYNa U KOHTPOSIS Hag,
Lenesoii cuctemoit yepes USB-nopTt
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TOP SECRET/ICOMINT/REL TO USA, FVEY

COTTONMOUTH-III

ANT Product Data

(TSNSIREL) COTTONMOUTH (CM-1) s a Universal Serial Bus (USB) hardware implant, | oo
which will provide a wireless bridge ino a target network as well as the ability to load exploit
software onto tanget PCs.

(TSISHIREL) CM-II wil mue air-gap bridging, software persistence capabiity, “in-fiekd™
Fe-progral and covel with a husl sofvware implant over the USE. '."
The RF link will enable data infilir . CM-II will also
communicate with Data Network Tecnmhglea (ONT) samare (STRAITBIZARRE) through a . ‘. .
covert channel implemented on the USB. using this commaunication channel o pass

commands and data between hardware and software implants.  CM-Il will be a GENIE-
compliant implant based on CHIMNEYPOOL. . ". . '
(T ) CM-Ill digital (TRINITY). & USE 2.0 HS hub, switches,
and HOWLERMONKEY (HM) RF Transcelver within a RJ45 Dual Stacked USE connector. ....
£M-1 has the ability to communicate to other CM devices over the RF link using an over-the-

air protocol called SPECULATION, CM-IIl can provide a shor range inter-chassis link 1o ....@

other CM devices or an intra-chassis RF Enk 10 a long haul relay subsystem,
T 1000

e s "

[ |

Status: Availability — May 2009 Unit Cost: 50 units: $1,248K
POC: S3223, I, I B s i
ALT POC: , sazz:, . -

TOP SECRET//COMINT//REL TO USA, FVEY

COTTONMOUTH-111, annapaTHblIii «>Ky4oK>» [/ OpraHu3aummn pagnokaHana K Apyrum
ycTpoiictBam COTTONMOUTH. YctaHaBnmBaeTcsi Ha USB-nopT

TOP SECRET/COMINTHYREL FVEY

FIREWALK

ANT Product Data

(TSIISIVREL) FIREWALK is a bidirectional network implant, capable of passively callacting
Gigabit Efemet network traffic. and actively injecting Ethernet packeis onto the same 08/05/08
tanget network.

(TSIISIREL) FIREWALK i5 a bi-directional 10/100/10006T {Gigabit) Ethemet network

implant residing within a dual stacked FJ45 | USB connector. FIREWALK is capable of ..-.
filtaring and egressing network traffic over a custom RF link and injecting traffic as
commanded; this allows a ethernet tunned (VPN) 10 be created between trget network and .',..
e ROC for an intermediate redirector node such as DNT's DANDERSPRITZ tool,)

FIREWALK allows active exploiiation of & target network with a firewall or air gap proteciion,

|T9.I'BIJ'J'R£I.] FIREWALEK usaes the HOWLERMONKEY transceiver for back-and ..’..'

Itcan icate with an LP or other compatible HOWLERMONKEY
husm ANT products 1o ncrease RF range through multiphe hops. ‘ . '.

e

e

"
()

Status: Pratotype Available — August 2008 Unit Cost: 50 Units $537K

Derived Feom: NSACSSW 158
poC: S3223, EE— 2 ic.ov sy

: F00TaL08
ALT POC: , 53223, . Declassify On; 28326108

TOP SECRET/COMINTHREL FVEY

FIREWALK, annapatHblii «>Ky4oK>» A8 nepexsata 1 MHbeKLUN NakeTos B NopTel USB 1
Ethernet

AnnaparHble «>Ky4uku» ans MK
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(TSWSINREL) GINSU provides software application persistence for the CNE implant,
KONGUR, on target systems with the PCI bus hardware implant, BULLDOZER.

GINSU

ANT Product Data

T3 ) GINSU P ol

(TSISIPREL) This technique supports any desktop PC system that contains at least
ane PCI cannector (for BULLDOZER installation) and Micrasolt Windows 9x, 2000,
2003, XP, or Vista.

(TSHSIREL) Through interdiction, BULLDOZER is installed in the target system as
a PCI bus hardware implant. After figlding, if KONGUR is remowved from the system
as a resull of an operating system upgrade or reinstall, GINSU can be set 1o trhgger
on the next reboot of the system to restore the software implant.,

Status: Released | Deployed, Ready for Unit Cost: 30
Immediate Delivery

roc: . s:222.. [

TOP SECRET/COMINT/REL TO USA, FVEY

TOP SECRET/COMINT/REL TO USA, FVEY

(TSHSUREL) IRATEMONK p applicati on desktop
and laptop computers by implanting the hard drive firmware 1o gain execution
through Master Boot Record (MBR) substitution.

"
"
UL
"o
e
"
"
'

GINSU, nporpaMMHbIi «>Ky4ok» Ans wnHbl PCI ans OC Windows 9x, XP, 2000, 2003, Vista

IRATEMONK
ANT Product Data

S "'EE!:;{jfﬁ;rmm

Ts ] IRATEMONEK Concept of O

(TSHSIWREL) This technique suppors without RAID hardh that boot
from a variety of Western Digital, Seagate, Maxtor, and Samsung hard drives. The
supported file systems are: FAT, NTFS, EXT3 and UFS.

(TSHSWREL) Throwgh remete access of interdiction, UNITEDRAKE, or
STRAITBAZZARE are used in conjunction with SLICKERVICAR 10 upload the hard
drive firmware onto the target machine to implant IRATEMONK and its payload (the
implant installer). Once implanted. IRATEMONK's frequency of execution (dropping
the payload) is configurable and will occur when the target machine powers on.

Status: Released | Deployed. Ready for Unit Cost: 30
Immediate Delivery

"
"
UL
"
e
e
"

A

roc: szzzz1, [ O - ooy Desived From: MSAICSSM 152

TOP SECRET//COMINT/REL TO USA, FVEY

IRATEMONK, nporpamMMHbIii «>Xy4ok» anst Western Digital, Seagate, Maxtor, Samsung
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SWAP

ANT Product Data

(TSHSWREL) SWAP provides soft pplication persi by iting the
matherboard BIOS and the hard drive's Host Protected Area to gain periodic o&l20/08
execution before the Operating System loads.

— TUNING FORK

= 00000
N

e

Interactive OFS Cansole
(TSUSUMREL) SWAP Extended Concept of Operations ...a
(TSHSIWREL) This technigue supparts single or multi-processor systems running .. ' '
‘Windows, Linux, FreeBSD, or Solaris with the following file systems: FAT32, NTFS,
EXTZ EXT3, or UFS 1.0 . '

(TSHSWREL) Through remote access or interdiction, ARKSTREAM is used 10 re-
flash the BIOS and TWISTEDKILT to write the Host Protected Area on the hard
drive on a target maching in order to implant SWAP and its payload (the implant

installer). Onee implanted, SWAP'S freq of {droppéng the payload) is
configurable and will coour when the target machine powers on,

Status: Released | Deployed, Ready for Unit Cost: $0

Immediate Delivery

Poc: [ =222 I 00 Diesived From: NSAICSSM 182

Datea: 2070158
Declassity On: 20320108
TOP SECRETWCOMINT/REL TO USA, FVEY

SWAP, nporpammHblii «>ky4ok» ans OC Windows, FreeBSD, Linux, Solaris

TOP SECRET//COMINT/REL TO USA, FVEY

WISTFULTOLL
ANT Product Data

(TSHSWREL) WISTFULTOLL is a UNITEDRAKE and STRAITBIZZARE plug-n
used for harvesting and returning forensic information from a target using Windows 06/20/08
Management Instrumentation (WhI) calls and Regisiry extractions.

"
"
== 0000
"o
e
"

(TSHSWREL) This plug-in supports systems running Microsoflt Windows 2000, .. ‘ .
2003, and XP.
(TSHSWREL) Through remote access or interdiction, WISTFULLTOLL is executed ' ‘

as either a UNITEDRAKE or STRAITBAZZARE plug-in or as a stand-alone
executable. If used remately, the extracted information is sent back to NSA through
UNITEDRAKE or STRAITBAZZARE, Execution via interdiction may be
accomplished by non-technical operator though use of a USE thumb drive, where
extracted information will be saved to that thumb drive.

Status: Released | Deployed. Ready for Unit Cost: 30

Immediate Delivery

poc: [ S22 NS . 204 maron s
Daied: 200701858

Declassity Gn: 20320108
TOP SECRET/COMINT/REL TO USA, FVEY

WISTFULTOLL, «>Ky4ok>» Ans ynpasneHus OC Windows ¢ nomoLsto TexHonorum Windows
Management Instrumentation (WMI)
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TOP SECRET/ICOMINT//REL TO USA, FVEY

HOWLERMONKEY

ANT Product Data
(TSHSUIREL) HOWLERMONKEY is a custom Short to Medium Range Implant RF 1
Transceiver. It s used in conjunction with a digital core to provide a complete 0a/0si08
implant. |
1
e HOWLERMONKEY - YELLOWPIN
1.23" (31.25 mm) 2" (50.B mm) x 0.45" (115 mm)
% 048" (12.2 mm)
(Actual Size)
HOWLERMONKEY - HOWLERMONKEY -
SUTURESAILOR FIREWALK . '.
- .
N "o
] AT "
(TSISIREL) HOWLERMONKEY is a COTS-based transceiver designed to be ....'
compatible with CONJECTURE/SPECULATION networks and STRIKEZONE
devices munning a HOWLERMONKEY personality. PCB layoiits are tailored to
individual implant space requirements and can vary greatly in form factor. .‘.'

Implant 2

Status: Avallable — Delivery 3 months Unit Cost: 40 units: $750/ each
25 units; $1.000/ each
Poc: I 53223, 1 00y Derived From: NSAICESM 152

ALT POC: I, 53223,
TOP SECRET/ICOMINTIREL TO USA, FVEY

HOWLERMONKEY, annapaTHbIli «>Ky4oK» A/151 nprema-nepegaymn paguocurHana v
[AVCTaHLMOHHOrO ynpasneHus MK

TOP SECRET//COMINT//REL TO USA, FVEY

JUNIORMINT

ANT Product Data

(TSNSWREL) JUNIORMINT is a digital core packaged in both a mini Printed Circuit Board
(PCE), to be usad in typical cancealments, and a miniaturized Flip Chip Madule (FCM), 1o | 08105108
be used in implants with size constraining concealments. |
(TSNSIWREL) JUNIORMINT uses the TAO standard implant architecture. The architecture !
provides a robust, reconfigurable, standard digital platform resulting in a dramatic performaince
mprovement over the obsolate HC12 microcontroller based designs. A mini Printed Circuit
Board (PCB) using packaged parts will be developed and will be available as the standard
peattorm Tor applications requiring a digital core. The ultra-miniature: Flip Chip Modube (FCM)
will be available for challenging concealments, Both will contain an ARMS microcontrolier,
FPGA, Flash, SDRAM and DDR2 memories.

wControlier Flash SDRAM FPOA DOR2
ARMO 12 MByies MTABHIEMITLF XCAVLXIS MTATHEEMLE
400 Mha B4 MByIes 10752 Slew 138 MEytes . ' '

Status: Avaslability — mini-PCB and Dev Board by April 2009

Avadlability = FCM by June 2010 Unit Cost: Available Upon Request
POC: szzz3, I 183, 6.00Y Ol Fesr g ACS 2
ALT POC: I, 53223, I, i rsa.icgov Declassify On: 20326108

TOP SECRET//COMINT//REL TO USA, FVEY

JUNIORMINT, annaparHbIi «>Ky4ok» - MUKpo-MK Ha ocHoBe npoueccopa ARM9
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TOP SECRET/ICOMINT/REL TO USA, FVEY

MAESTRO-II

ANT Product Data

(TSNSIWREL) MAESTRO-I is a miniaturized digital core packaged in a Multi-Chip Module 08I05/08
(MCM) to be used in implants with size constraining concealments,

|

|
(TSIISINREL) MAESTRO-I| uses the TAQ standard implant architecture, The archileciure .‘.
provides a robust, reconfigurable, siandard digital plafform resuliing in a dramailc
performance improvement over the obsolete HC12 microcontroller based designs. A ....
development Printed Circuit Board (PCB) using packaged paris has been developed and is
available as the standard platorm. The MAESTRO-I Mubi-Chip-Module (WCM) contains an | | ) §
ARMT micioconoler, FPGA, Flash and SDRAM meémonies.

wContradier Flagh SORAM FPGA ....

MM T ATAGEVIZZA MTSLCIMGE HCIVED

66 Mhe 4 Miytes 1 MBytes 500K pates. ....

[T

Status: Available — On The Shelf Unit Cost: $3-4K
53223, - Derived Feom: NSAICSSM 153
b L Dated: 700 T0108
.ﬂcL‘l’ FOC: . 53223, iE.qov Declassify On: 20325108

TOP SECRET//COMINT//REL TO USA, FVEY

MAESTRO-11, annapaTHblii «>Ky40oK» - MUKpO-IK Ha ocHoBe npoueccopa ARM7

TOP SECRETWCOMINTHREL FVEY

SOMBERKNAVE
ANT Product Data

(TSIISUIREL) SOMBEERKNAVE is Windows XP wireless software implant | 08/05/08
that provides covert internet connectivity for isolated targets.

(TSISIIREL) SOMBERKNAVE is a software implant that surrepiitiously routes
TCP traffic from a designated process 1o a secondary network via an unused
embedded 802.11 network device. If an Internet-connected wireless Access
Point is present, SOMBERKNAVE can be used to allow OLYMPUS or
VALIDATOR to “call home" via 802.11 from an air-gapped target computer. If
the 802,11 interface is in use by the target, SOMBERKNAVE will not attempt

to transmit. "-.

(TSISWIREL) Operationally, VALIDATOR initiates a call home. | (i) )
SOMBERKNAVE triggers from the named event and tries to associate with an
access point. If connection is successful, data is sent over 802.11 to the ROC. .. ‘ ..
VALIDATOR receives instructions, downloads OLYMPUS, then disassociates
and gives up control of the 802,11 hardware. OLYMPUS will then be able to .....
communicate with the ROC via SOMBERKNAVE, as long as there is an

available access point. .. . .

Random Access. Pnht\‘

SOMBERKNAVE

Status: Available - Fall 2008 Unit Cost: 550k

POC: 53223, N Eneeeen Dot From NSACS S 152
ALT POC: | 53223, Hnea i kil T,

TOP SECRET/COMINT/REL FVEY

SOMBERKNAVE, NporpamMmHbIii «Ky4ok» anst Windows XP, nogkntovarowmiics K
ycTpoiictBam AHB ¢ nomoLubio Wi-Fi
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TOP SECRET//COMINT//REL TO USA, FVEY

(TSNSIWREL) TRIMITY is a miniaturized digial core packaged in a Multi-Chip Module
(MCM) 1o be used in implants with size constraining concealments.

(TSHSINREL) TRINITY uses the TAO standard implant architecture. The architeciure
provides a robust, reconfgurable, standard digital platform resulling in a dramatic
performance improverent over the obsolete HCLZ microcontrolier based designs. A
development Printed Circust Board (PCE) using packaged paris has been developed and is
available as the standard platform. The TRINITY Multi-Chip-Module (MCM) contains an
ARMS microcontrolior, FPGA, Flash and SDRAM memories.

uController Flagh SDRAM (3} FPGA
ARM O AT9BWIZZA MT4BLCAMIS KCZVI000
180 Mhz 4 Mlytes 06 MByies 1M gates

TRIRITY WA Arcrascies

sdual

" Temcn

H

!-i 5

Status: Special Order due vendor selected. Unit Cost: 100 units: $625K

TRINITY

ANT Product Data

"
"
UL
"
e
"
"o
'

POC: 53223 i aov mmmm!.n
ALT POC: , 53223, W Oeclassity On: 20326108

TOP SECRET//COMINT/REL TO USA, FVEY

TRINITY, annapaTtHbIii «>Xy40K», CBO60AHO KOHUTYypupyemblii Mukpo-MK Ha ocHoBe ARM9

ArnapartHble «>KyuKu>» A1 MapLLpyTU3aTopos

TOP SECRETICOMINT//REL TC USA, FVEY

(TSISIIREL) HEADWATER is a Persistent Backdoor (PBD) software implant for -
selected Huawei routers, The implant will enable covert functions o be remotely
exaculed vithin the router via an Internet connection.

HEADWATER

ANT Product Data

" ) TER implant Concept of Operations

(TS//SI//REL) HEADWATER PBD implant will be transferred remotely over
the Internet to the selected target router by Remote Operations Center
{ROC) personnel. After the transfer process is complete, the PBD will be
Installed in the router’s boot ROM via an upgrade command. The PBD will
then be activated after a system reboot. Once activated, the ROC
operators will be able to use DNT's HAMMERMILL Insertion Tool (HIT) to
control the PBD as it captures and examines all IP packets passing through
the host router.

(TS//S1//REL) HEADWATER is the cover term for the PBD for Huawei
Technologies routers. PBD has been adopted for use in the joint NSA/CIA
effort to exploit Huawel network equipment, (The cover name for this joint
project is TURBOPANDA.)

Status: (UIFOUO) On the shell ready for deployment.

poc: I 5222, I W

TOP SECRET//COMINT//REL TO USA, FVEY

HEADWATER, nporpaMmMHbIii 63K0p ANS1 YAU/IEHHOT0 ynpasB/ieHns MapLupyTusaTopamm

Huawei, yaaneHHo ycTaHasnveaemsbili B Boot ROM

"
"
UL
"o
e
"
"
'
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TOP SECRET/ICOMINT//REL TO USA, FVEY

(TSHSIWREL) SCHOOLMONTANA provides persistence lor DNT implants. The DNT
irnglant will survive an upgrade o replacement of the operating System — including
physically replacing the router's compact Bash card.

SCHOOLMONTANA

ANT Product Data

mmc—m-an-hmmm

[SHSHREL) SCHOOLMONTANA Concept of Operations

(TS//SI//REL) Currently, the intended DNT Implant to persist is
VALIDATOR, which must be run as a user process on the target
aperating system. The vector of attack is the modification of the target’s
BIOS. The modification will add the necessary software to the BIOS and
modify its software to execute the SCHOOLMONTAMNA implant at the end
of its native System Management Mode (SMM) handler.

(TS//SI//REL) SCHOOLMONTAMA must support all madern versions of
JUNOS, which is a version of FreeBSD customized by Juniper. Upon
system boot, the JUNOS operating system is modified in memory to run
the implant, and provide p it kernel dificati to support
implant execution,

(TSHSIWREL) SCHOOLMONTANA is the cover term for the persistence technigue
to deploy & DNT implant to Juniper J-Senes routers.

Status: (W/FOUO) SCHOOLMONTANA completed and released by ANT May 30,
2008. It is ready lor deployment,

PoC: I 53222, I

"
"
UL
"o
e
"
"
(N )

Derived From: NSACESM 152
Duted: 20070158

Declassity On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

TOP SECRET/ICOMINT//REL TO USA, FVEY

(TSHSWREL) SIERRAMONTANA provides persistence for DNT implants. The DNT
implant will survive an upgrade of replacement of the operating System — including
physically replacing the router's compact flash card.

SCHOOLMONTANA, nporpammHbIii «>kKy4Hok» ans BIOS mapLupyTtusatopos Juniper J-cepuu

SIERRAMONTANA

ANT Product Data

(wrucrn

al

Target Network

[SNSINREL) SIERRAMONTANA Concept of Operations

(TS//SI//REL) Currently, the intended DNT Implant to persist is
VALIDATOR, which must be run as a user process on the target
operating system. The vector of attack is the modification of the target’s
BIOS. The modification will add the necessary software to the BIOS and
modify its software to execute the SIERRAMONTANA implant at the end
of its native System Management Mode (SMM) handler.

(TS//SI//REL) SIERRAMONTANA must support all modern versions of
JUNOS, which is a version of FreeBSD customized by Juniper. Upon
system boot, the JUNOS operating system is modified in memory to run
the implant, and provide persistent kernel modifications to support
implant execution.

(TSHSIWREL) SIERRAMONTANA is the cover term for the persistence technique to
deploy a DNT implant to Juniper M-Series routers.

Unit Cost: &

Status: (W/FOUC) SIERRAMONTANA under development and ks expected 1o be
refeased by 30 November 2008,

poc: wirouc I 32222, I

TOP SECRET//COMINT//REL TO USA, FVEY

"
"
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"o
e
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"
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SIERRAMONTANA, NporpamMmHbIii «Ky4ok» ansi BIOS mapLupyTtusatopos Juniper M-cepun
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TOP SECRET/ICOMINT//REL TO USA, FVEY

STUCCOMONTANA
ANT Product Data

(TSHSIREL) STUCCOMONTANA provides persistence for DNT implants. The ==
DNT implant will survive an upgrade or replacement of the operating system — 06/24108
including physically replacing the router's compact flash card,

(SMSINREL) STUCCOMONTANA. Concept of Operations

(TS//SI//REL) Currently, the intended DNT Implant to persist is ‘. ..
VALIDATOR, which must be run as a user process on the target operating ....&
system. The vector of attack is the modification of the target's BIOS. The

moedification will add the necessary software to the BIOS and maodify its
software to execute the STUCCOMONTANA implant at the end of its native ...@
System Management Mode (SMM) handler,

(TS//SI//REL) STUCCOMONTAMNA must support all modern versions of .. S @
JUNOS, which Is a version of FreeBSD customized by Juniper. Upon system

koaot, the JUNOS operating system is modified in memoery toe run the * Q
implant, and provide persistent kernel modifications to support implant

execution.

(TSHSWREL) STUCCOMONTANA is the cover term for the persisience technique to
deploy a DNT implant to Juniper T-Series routers.

Unit Cost: §

Status: (W/FOUO) STUCCOMONTANA under development and is expected to be
released by 30 November 2008.

roc: urrouo I s32:2-, I S

TOP SECRET//COMINT//REL TO USA, FVEY

STUCCOMONTANA, nporpammHblii «>ky4ok» ans BIOS maplupyTtusaTtopos Juniper T-cepumn

AnnaparHble 3aKnajKu /st cepeepos

SECRETNCOMINT/REL TO USA, FVEY

DEITYBOUNCE

ANT Product Data
(TSHSUREL) DEITYBOUNCE provides software appication persk on Dell =
PowerEdge servers by exploiting the motherboard BIOS and utilizing System B6/20/08
Management Mode (SMM) to gain periodic execution while the Operating System

loads. |

"
"
UL
"
e
e

(TSHSIWREL) This technigue supports multi-processor systems with RAID hardware

and Microsoft Windows 2000, 2002, and XP. It currently targets Dell PowerEdge ,.. G"
1850/2850/1950/2050 RAID servers, using BIOS versions AD2, ADS, ADG, 1.1.0,

120, 0r13.7. :?' i
(TS/ISIREL) Through remote access or interdiction, ARKSTREAM is used 1o re- I ¥
flash the BIOS on a target machine to implant DEITYBOUNCE and its payload (the

implant installer). Implantation via interdiction may be accomplished by non-

technical operator though use of a USE thumb drive. Once implanted,

DEITYBOUNCE's frequency of execution {dropping the payload) is configurable and

will occur when the target maching powers on.

Status: Released / Deployed, Ready for Unit Cost: $0

Immediate Delivery

roc: I 532221,-- Desived From: MSAICSSM 152

SECRET/COMINTIREL TO USA, FVEY

DEITYBOUNCE, nporpaMmMHblIii «>ky4ok» ans BIOS cepsepos Dell PowerEdge 1850/2850
/1950/2950 (BOIS A02,A05, AO6, 1.1.0, 1.2.0, 1.3.7)
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TOP SECRET/ICOMINT//REL TO USA, FVEY

GODSURGE

ANT Product Data

(TSNSWREL) GODSURGE runs on the FLUXBABEITT hardware implant and
p i 1 pers an Dell Pt servers by exploiting oslz0/08
the JTAG debugging interface of the Server's processors.

(TSHSINREL) FLUXBABBITT Hardware

Implant for PowerEdge 2050 .. . .
(TSHSWREL) FLUXBABBITT Hardware ,....
Implant for PowerEdge 1850

(TSHSIIREL) This technigue supports Dell PowerEdge 1950 and 2950 servers that
use the Xeon 5100 and 5300 processor familes. ..

(TSHSINREL) Throwgh interdiction, the JTAG scan chain must be reconnected on
the target system by removing the motherboard from the chassis and attaching the
depopulated pans back onto the circuit board. After this step is complete, the
hardware implant itself must be attached to the motherboard, The imptants should
already be programmed with the GODSURGE application code and its payload, the
implant mstaller. Once implanted, GODSURGE's frequency of execution (dropping
the payload) is configurable and will occur when the target maching powers on.

Status: Released / Deployed, Ready for Unit Cost: $500 for Hardware
Immediate Delivery and Installation
roc: I 532221 [ .o Oesived Brom: BSATCSSM 153

TOP SECRET//COMINT//REL TO USA, FVEY

GODSURGE nporpammHbIii «Ky4oK>» /151 annapaTHoro «kydka» FLUXBABBITT.
Wcnonb3yeTcs ansa cepeepos Dell PowerEdge 1950/2950

TOP SECRET/COMINTHREL TO USA, FVEY

IRONCHEF

ANT Product Data

(TSHSINREL) IRONCHEF provides access persistence to target systems by
exploiting the matherboard BIOS and utilizing System Management Mode (SMM) o | O7/14108
communicate with a hardware implant that provides two-way RF communication. |

"
"o
"
"o
Mo
"

(TSHSIREL) This technique suppons the HP Proliant 380DL G5 server, onio which
a hardware implant has been installed that communicates over the FC Interface
(WAGONBED).

(TSHSIWREL) Through interdiction, IRONCHEF, a software CNE implant and the
hardware implant are instalied onta the system. If the software CNE implant is
removed from the target machine, IRODNCHEF is used to access the machine,
detarming the reason for removal of the software, and then reinstall the software
from a listening post 1o the target system.

Status: Ready for Immediate Delivery Unit Cost: $0

poc: I— 2221 .

TOP SECRET/COMINT/REL TO USA, FVEY

IRONCHEF, «y4ok>» anst HP Proliant 380DL G5

PeweHunsa ana atak Ha Wi-Fi cetn
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NIGHTSTAND

Wireless Exploitation / Injection Tool

(TSHSI/REL) An active BO2.11 wireless exploitation and injection tool for e
payloacliexploit delivery into otherwise denied larget space. NIGHTSTAND is

typically used in operations where wired access o the target is not possible. 72508

(TSHSI/REL) NIGHTSTAND - Close Access Operations »
Battlefield Tested = Windows Exploitation = Standalone System

System Details

» (UNIFOUQ) Standalone toal currently
running on an x86 laptop loaded with
Linux Fedora Core 3.

» (TSISIFREL) Exploitable Targets
include WinZk, WinXP, WinXPSP1,
WINXPSP2 running internet Explorer
versions 5.0-6.0.

» (TSHSIIREL) NS packet injection can
target one client or multiple largets on a
wireless network.

» (TSISI/REL) Attack is undetectable by
the user.

"
"o
"o
"o
Mo
"

NIGHTSTAND Hardware Mo
(TSHSINREL) Use of external amplifiers and antennas in both
experimental and operational scenarios have resulted in successful ‘l'} '&

MIGHTSTAND attacks from as far away as eight miles under ideal
enviranmental conditions,

Unit Cost: Vares from platform to platform

Status: Product has been deployed in the figld. Upgrades to the system continue to
be developed.

PDC:- E"322"2-- - VHLIC GOV Desived From: NSAICSSM 152

TOP SECRETHCOMINT/REL TO USA, FVEY

NIGHTSTAND, ycTpoiAicTBO A5 BHEAPEHUS nakeToB B ceTn Wi-Fi

TOP SECRETHCOMINTIREL TO USA, FVEY

SPARROW II

Wireless Survey - Airborne Operations - UAV

(TSIISIIREL) An embedded computer system running BLINDDATE
tools. Sparrow |l is a fully functional WLAN collection system with

integrated Mini PCI slots for added functionality such as GPS and O7I25/08
multiple Wireless Network Interface Cards. |

(UIFOUQ) System Specs

Processor: IBM Power PC 405GPR
Memory: 64MB (SDRAM)
16MB (FLASH)

Expansion: Mini PCI (Up to 4
devices) supports USE, Compact
Flash, and 802.11 B/G

O8: Linux (2.4 Kernel) T (111}
Application SW: BLINDDATE . ‘ ‘ . ‘
Battery Time: At least two hours

"o

(TSHSIW/REL) The Sparrow |l is a capable option for deployment where .. . . (]
small size, minimal weight and reduced power consumption are required. "’

PCI devices can be connected to the Sparrow 1 to provide additional ..."E
functionality, such as wireless command and control or a second or third .. fi Ig
802.11 card. The Sparrow Il is shipped with Linux and runs the "
BLINDDATE software suite, ﬁ' &
Unit Cost: $6K

Status: (S//SIW/REL) Operational Restrictions exist for equipment deployment.

Poc: I 32242, [ -

Dierived From: NSACSSM 1-52
Datect: 20070120
Deciasaity Oe: 20320180
TOP SECRET/COMINT/IREL TO USA, FVEY
SPARROW I1, ycTpoiicTBO ANnsi B3noma ceteit Wi-Fi

YCTpoWcTBa A/151 0GHAPYXKEHMUS U CHATUS MHPOPMALMN C «XKYUKOB>»
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CTX4000
ANT Product Data

(TSHSMIREL TO USA,FVEY) The CTX4000 is a portable continuous wave (CW) |
radar unit. it can be used to illuminate a target system to recover different off net| & Jul 2008
information, Primary uses include VAGRANT and DROPMIRE collection.

(TSHSWREL TO USA,FVEY) The CTX4000 provides the means to collect signals '.. . .
that otherwise would not be collectable, or would be extremely ditficult to collect
and process. It provides the following features: .. . .'
Frequency Range: 1 - 2 GHz.
Bandwidth: Up to 45 MHz (T1]]
Output Power: User adjustable up to 2 W using the intemnal amplifier; external x
amplifiers make it possible to go up to 1 kW. .. . . [ ]
Phase adjustment with front panel knob g
User-selectable high- and low-pass filters. .. . [

Remote controllable
Outputs: 1]
Transmit antenna '.. 'y
| & Q video outputs i
DC bias for an external pre-amp on the Receive input connector LA
Inputs:
+ External oscillator
+ Receive antenna

Unit Cost: NIA

Status: unit is operational. Howewver, it is reaching the end of its senvice life. Itis
scheduled to be replaced by PHOTOANGLO starting in September 2008,

poc: I 5322+, N, I - -2 < o R ———

TOP SECRET//COMINT//REL TO USA, FVEY

CTX4000, yCTpOICTBO HEMPEPLIBHOIO aHa/IN3a N NOyYeHUsi CUTHAIOB OT annapaTtHbIX
<«KyuKkoB» VAGRANT n DROPMIRE

TOP SECRETHCOMINTNREL TO USA, FVEY

LOUDAUTO
ANT Product Data

(TSIISWREL TO USA,FVEY) Audio-based RF retro-reflector. Provides room 07 Apr 2009
audio from targeted space using radar and basic post-processing.

{U) Capabilities
(TSHSUIREL TO USA,FVEY) LOUDAUTO's 1 32NDS
current design maximizes the gain of the 4 B 12 16 20

microphone. This makes it extremely useful for
picking up room audio. It can pick up speech at

a standard, office volume from over 20" away.
(NOTE: Concealments may reduce this distance.)
It uses very little power (~15 uA at 3.0 VDC), so
little, in fact, that battery seif-discharge is more of
an issue for serviceable lifetime than the power
draw from this unit. The simplicity of the design
allows the form factor to be tailored for specific

p al req s, All comps its at
COTS and so are non-attributable to NSA. .' . ..
(W) Concept of Operation

TSHSWREL TO USA,FVEY) Room audio is picked up by the microphone and "..
converted into an analog electrical signal. This signal is used to pulse position

modulate (PPM) a square wave signal running at a pre-set frequency. This . '. . [}
square wave is used to turm a FET (field effect transistor) on and off. When \
the unit is illuminated with a CW signal from a nearby radar unit, the ‘ ' . [ ]
illuminating signal is amplitude-modulated with the PPM square wave. This :
signal is re-radiated, where it is picked up by the radar, then processed 1© .. '_ '_

recover the room audio. Processing is currently performed by COTS
equipment with FM demodulation capability (Rohde & Schwarz FSH-series A B
portable spectrum analyzers, etc.) LOUDAUTO is part of the v .
ANGRYMNEIGHBOR family of radar retro-reflectors.,

Unit Cost: 530
Status: End processing still in development

POC: I 532243, I

Davived From: Hm. M 157
Dectassiy On
TOP SECRETHCOMINTIREL TO USA, FVEY

LOUDAUTO, ycTpOICTBO A/151 3anncu 3ByKOBO MHhopmaumn
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NIGHTWATCH
ANT Product Data

(TSHSIIREL TO USAFVEY) NIGHTWATCH is a portable computer with
spacialized, internal hardware designed to process progressive-scan (nof- 24 Jul 2008
interlaced) VAGRANT signals.

(V) Capability Summary
(TSHSWREL TO USAFVEY) The current
implementation of NIGHTWATCH consists of
a general-purpose PC inside of a shielded
case. The PC has PCI digitizing and clock
cards to provide the needed interface and
accurate clocking required for video
reconstruction. It also has:

+ horizontal syne, vertical syne and video
outputs to drive an external, multi-sync
monitor.

——

* video input ....
« speciral analysis up to 150 kHz to provide for indications of horizontal and

vertical sync frequencies

« frame capture and forwarding .' . .'
+ PCMCIA cards for program and data storage .. . .

+ horizontal sync locking to keep the display set on the NIGHTWATCH display.

+ frame averaging up to 2*16 (65536) frames. .. . .

{U) Concept of Operation
(TSHSIWREL TO USAFVEY) The videa output from an appropriate collection .. .
system, such as a CTX4000, PHOTOANGLO, or general-purpose receiver, is
connected to the video input on the NIGHTWATCH system. The user, using the .. 1
appropriate tools either within NIGHTWATCH or externally, determines the
horizontal and vertical sync frequencies of the targeted monitor, Once the user
maiches the proper frequencies, he activates "Sync Lock” and frame averaging
to reduce noise and improve readability of the targeted monitor. If warranted, the:
user then forwards the displayed frames over a network to NSAW, where
analysts can look at them for intelligence purposes.
Unit Cost: MIA
Status: This system has reached the end of its service life. All work concerning
the NIGHTWATCH system is strictly for maintenance purposes. This system is
siated to be replaced by the VIEWPLATE system.

roc: I :22:: I -

TOP SECRET//COMINT//REL TO USA, FVEY

NIGHTWATCH - cuctema peKoHCTPYKLUUU curHana «>xkyuka» VAGRANT ¢ BbIBOAOM Ha
MOHUTOP

TOP SECRET/ICOMINT/REL TO USA, FVEY

PHOTOANGLO
ANT Product Data

(TSISWREL TO USA,FVEY) PHOTOANGLO is a joint NSA/GCHQ project to |
develop a new radar system to take the place of the CTX4000. 24 Jul 2008

(U) Capabilities

(TSISIREL TO USAFVEY) The planned capabilities for this system are:
*Frequency range: 1 - 2 GHz, which will be later extended to 1 - 4 GHz.
sMaximum bandwidth: 450 MHz.

=Size: Small enough to fit into a slim briefcase.

“Weight: Less than 10 Ibs.

sMaximum Output Power: 2 W

«Output;

*Video

sTransmit antenna '..

“Inputs:

=External oscillator .. . .

~Receive antenna

(U) Concept of Operation .. . ..
(TSHSIWREL TO USA,FVEY) TSIISIWREL TO USA FVEY) The radar unit
generates an un-modulated, continuous wawve (CW) signal. The oscillator is .. . .

either generated internally, or externally through a signal generator or cavity A
oscillator. The unit amplifies the signal and sends it out to an RF connector, .. . . v
where it is directed to some form of transmission antenna (horn, parabolic dish,

LPA, spiral). The signal illuminates the target system and is re-radiated. The .. '
receive antenna picks up the re-radiated signal and directs the signal to the =
receive input. The signal is amplified, fitered, and mixed with the transmit . . x
antenna. The result is a homodyne receiver in which the RF signal is mixed
directly o baseband. The baseband video signal is ported to an external BNC
connector. This connects to a processing system, such as NIGHTWATCH, an
LFS-2, or VIEWPLATE, to process the signal and provide the intelligence,

Unit Cost: 340k (planned)
Status: Development. Planned I0C is 151 QTR FY09.

poc: I 5322+, N < - -
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PHOTOANGLO, o6HOBeHHas Bepcus ycTpoiicTea CTX4000
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(TSISIWREL TO USA FVEY) Beacon RF retro-reflector. Provides returm
when illuminated with radar to provide rough positional location.

(U) Capabilities

(TSUSIREL TO USA,FVEY) TAWDRYYARD is 32NDS
used as a beacon, typically to assist in locating 8 %
and identifying deployed RAGEMASTER units. 4 12 20

Current design allows it to be detected and located
quite easily within a 50" radius of the radar system
being used to illuminate it. TAWDRYYARD draws
as 8 pA at 2.5V (20pW) allowing a standard lithium
coln cell lo power it for months of years. The
simplicity of the design allows the form factor to
be tailored for specific operational requirements,
Future capabilities being considered are return of
GPS coordinates and a unigue target identifier and
automalic processing to scan a target area for
presence of TAWDRYYARDs. All components are
COTS and s0 are non-attributable to NSA.

(U) Concept of Operation

(TSISINREL TO USAFVEY) The board generates a square wave operaling
at a preset frequency. This square wave is used to turn a FET (field effect
transistor) on and off, When the unit is iluminated with a CW signal, the
iluminating signal is amplitude-modulated (AM) with the square wave, This
signal is re-radiated, where it is picked up by the radar, then processed to
recover the clock signal. Typically, the fundamental is used to indicate the
unit's presence, and is simply displayed on a low frequency spectrum
analyzer. TAWDRYYARD is part of the ANGRYNEIGHBOR family of radar
retro-reflectors,

Unit Cost: 530
Status: End processing still in development

roc: I 522242, . -

TOF SECRET/COMINT/REL TO USA, FVEY

TAWDRYYARD, annapaTHblii MOy b /15 MTOUCKA «<XKYHYKOB>»

(TSHSIWREL) DROPOUTJEEP is a STRAITBIZARRE based software implant for -~
the Apple iPhone operating sysiem and uses the CHIMNEYPOOL framework.
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported

in the TURBULENCE architectung.

TAWDRYYARD

ANT Product Data

07 Apr 2009

CucTeMbI AN151 CKPbITHOMO ynpasieHUsi MO6UbHbIMU TenedoHamm

DROPOUTJEEP

ANT Product Data

10/01/08

Retrieves
requested
SIGINT data

f

iPhorne acoepis
Fuest

[WIFOUD) DROPOUTIEEP - Dperational Sehematic

(TSIISW/REL) DROPOUTJEER is a software implant for the Apple iPhone that
utiizes modular mission applications to provide specific SIGINT lunctionality, This
functionality incledes the ability to remotely pushipull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hat mic, camera capture, cell
tower [ocation, ete. Command, control, and data exfiftration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be
covert and encrypted.

(TSISIWREL) The initial redease of DROPOUTJIEEP will Tocus on mstalling the
implant via close access methods, A remote installation capability will be pursued
for a future release.

Unit Cost: $0
Status: (U) In development

poc: uiFouo . =222, [ -
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"
"
e
"
e
"
i

DROPOUTJEEP, NporpammHbIii «>Ky4HOoK>» A/15 onepauvoHHol cuctemsl iOS (iPhone) ans

nepexsara SMS, ro/l0coBOV MOYTbI, AAHHLIX O MECTOMOMOXKEHUW, KOHTPONSA Haj

MUKPOHOHOM 1 Kamepoi
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GOPHERSET
ANT Product Data

(TSHSWREL) GOPHERSET is a software implant for GSM (Global System for

Mohile communication) subscriber identity module (SIM) cards. This implant pulls
Phonebook, SMS, and call log information from a target handset and exfilirates it to 1001108
a user-defined phane number via short message service (SMS).

GOPHERSET on
SIM
Fill SMS with Encrypt SMS
I =
Decrypas Trigger ‘
l Retrieve Send SMS . .-'
Requested Info
Parse Instractions. / ....

UL
Gl : "

(TSHSIVREL) Modem SIM cards (Phase 2+) have an application program interface .. ."
knowin a8 the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests to the handset.
GOPHERSET uses STK commands o retrieve the requested information and to ..."
exdilirate data via SMS. After the GOPHERSET file is compiled, the program is
Joaded onto the SIM card using either a Universal Serial Bus (USB) smartcard .. (1]
reader of via over-the-air provisioning. In both cases, keys to the card may be
required to install the application depending on the service provider's security .' ‘
configuration,

Unit Cost: 50
Status: (UFOUO) Released. Has not been deployed.
poc: uiFouo R 32222 I .

TOP SECRET//COMINT//REL TO USA, FVEY

GOPHERSET, «ky4ok» SIM-kapT B GSM-ycTpoiicTBax

TOP SECRET//COMINT//REL TO USA, FVEY

MONKEYCALENDAR
ANT Product Data

(TSHSIWREL) MONKEYCALENDAR is a software implant for GSM (Global System
for Mobile communication) subscriber identify madule (SIM) cards. This implant

pulls gealocation informatien from a target handset and exfiltrates it 1o a user- 100108
defined phone number via short message senvice (SMS),

TOP SECRETACOMINT }

Handset
imiplansed SIM
«cand stats up

MOMNKE YCALENDAR

s lhe waitinig for

I "
s "
[UIFOUG) MONKEYCALENDAR - Operational Schamatic " .' ]

(TSHSIMREL) Modern SIM cards (Phase 2+) have an application program interace .. . 8
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that v
allow the SIM card to issue commands and make requests to the handset. a
MONKEYCALENDAR uses STK commands to retrieve location information and to '. . v
exfilirate data via SMS. After the MONKEYCALEMDAR file is compiled, the a
program is loaded onto the SIM card using either a Universal Serial Bus (USB) [ ]
smartcard reader or via over-the-air provisioning. In both cases, keys o the card
may be required 10 install the application depending on the service provider's
security configuration

> o

Unit Cost: $0
Status: Released, not deployed.

roc: uiFouo . 32222, I I - o

Dierived Frem: MSACSSM 153
Duted: 2070158
Deslassity Gm: 20320108
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MONKEYCALENDAR, NporpaMMHbIi «>Ky4oK» A1 TaliHOW oTnpaBku SMS o
MecTOMOI0XKEHNM YCTPoicTBa
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(TSHSIWREL) TOTECHASER is a Windows CE implant targeting the Thuraya 2520
handset. The Thuraya 2520 is a dual mode phone that can operate either in SAT or
GS5M modes. The phane also supports a GPRS data connection for Web browsing,
e-mail, aml MMS m The mlnal Implam capabilith Indude

TOTECHASER

ANT Product Data

100108

ion can also be retri from the: pl!one Additional capabirrles are
belng investigated.

(L0

TOP SECRETS1misin 2l

Collection

TP SECRET =1 2 2
(UNFOUD) TOTECHASER - Operational Schematic

(TSHSINREL) TOTECHASER will use SMS messaging for the command, control,
and data exfiltration path. The initial capability will use covert SMS messages to
communicate with the handset. These covert messages can be transmitted in
either Thuraya Satellte mode or GSM mode and will not alert the user of this
activity. An aiternate command and control channel using the GPRS data
connection based on the TOTEGHOSTLY implant is intended for a future version,

(TSIISIVREL) Prior to deployment, the TOTECHASER handsets must be modified.
Details of how the phone is modified are being developed. A remotely deployable
TOTECHASER implant is being investigated. The TOTECHASER System consists
of the modified target handsets and a collection system.

(TSHSIWREL) TOTECHASER will accept configuration parameters to determine
how the implant operates. Configuration parameters will determine what information
is recorded, when to collect that information, and when the information is exfiltrated.
The configuration parameters can be set upon initial deployment and updated
remotely.

"
"
UL
"
e
"
"
(N

UnitCost: §
Status:

Dresived From: NSAICSSM 1-52
poc: uiFouo . S32222, I - - Dectassify o 20320158
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TOTECHASER, nporpamMmHBIii «Ky4oK>» A5 CNyTHUKOBOro TeniechoHa Thuraya 2520 (OC

Windows CE) Ansi CKpbITHOW nepeayv AaHHbIX No KaHany SMS

TOP SECRET/ICOMINT//REL TO USA, FVEY

(TSHSIWREL) TOTEGHOSTLY 2.0 is a STRAITBIZARRE based implant for the
Windows Mobile embedded operating system and uses the CHIMNEYPOOL
framework. TOTEGHOSTLY 2.0 is compliant with the FREEFLOW project,
therefore It is supponed in the TURBULENCE architecture.

TOTEGHOSTLY 2.0
ANT Product Data

TO® SECETRCOuT L

Target Device

1

UWWFOUD) TOTEGHOSTLY - Data Flow Schemalsc

(TSHSIWREL) TOTEGHOSTLY 2.0 is a software implant for the Windows Mobile
operaling system that utilizes modular mission applications to provide specific
SIGINT functionality. This functionality includes the ability to remotely pushipull files
from the device, SMS retrieval. contact list retrieval, voicemail, geolocation, hot mic,
camera capture, cell tower location, etc, Command, controd, and data exfiltration
can occur over SMS messaging or a GPRS data connection. A FRIEZERAMP
Interface using HTTPSHnk2 transport module handles encrypted communications,

(TSHSINREL) The initial retease of TOTEGHOSTLY 2.0 will focus on installing the
implant via close actess methods. A remofe i Wan ility will be pursued
for a future release.

(TSHSIWREL) TOTEGHOSTLY 2.0 will be controlled using an interface tasked
through the NCC (Network Control Center) utilizing the XML based tasking and data
forward scheme under the TURBULENCE architecture following the TAC GENIE
Initiative.

Unit Cost: S0
Status: (U) In development

roc: virouo R <3222 N - Behad s a1

Deciassity On: 20220108
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TOTEGHOSTLY 2.0, nporpammHblii «oKy4ok>» 71 ycTpoiicts Ha Windows Mobile,

MO3BONSAOLLMIA CKPLITHO CKAYMBaTb ¥ 3arpy>katb gainbl, untate SMS, rofocoByto nouTty,

cobupaTh AaHHbIE 06 MECTOMOSIOKEHWU, YNPAB/ISiTL MAKPO(OHOM 1 KaMepoii
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SECRETHCOMINT/REL TO USA, FVEY

PICASSO

GSM HANDSET

information and room audio. Command and data exfil is done from a laptop and
regular phone via SMS = (Short Messaging Service), without alenting the target. o&lz0/08

(Slisl) Target Data via SMS:

* Incoming call numbers

* Quigoing call numbers

* Recently registered networks

« Recent Location Area Codes (LAC)
+Cell power and Timing Advance

information (GEQ) . ‘_'
*Recently Assigned TMSI, IMS] D O

*Recent network authentication - -

challenge responses . .. . .

the phone during the power-on cycle

= version 1 G50 it (SWSIIREL) Uses include asset I

i ’
: ;::‘ti ;nec;owwsm ':z:r;l ;:-':;’m aion  Validation and tracking and target

* Recent successful PINs entered into (S/I51) PICASSO Operational Concept .. . .'

information to an LP Operator) templating. Phone can be hot i
+ Send Targeting Information (i.e. mic'd and has a “Panic Button” .. . . J
current IMS] and phone numbser when it key sequence for the witting user. A
15 turned on - in case the SIM has just ...
been switched). 2 a
*Binck:coll bo:deny target sendoe. Status: 2 weeks AROD (10 or less) ..
Unit Cost: approx $2000
(SIISIIREL) Handset
Options

Eastcom 760c+

sSamsung EGD0, X450

»Samsung C140

“{wiih Arabic keypacianguags optcn)

el

Dierived From: MSACESM 162

POC=_532242._- 58.4C.00V Dutost: 20070158

Dwclassity Gm: J1320108
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PICASSO, moguurumpoBaHHble GSM-yCTpoiicTBa 4151 CKPbITHOIO c6opa AaHHbIX O
MECTONNOJIOKEHNMN 1 3BOHKAX BragesbLa

YCTpoWcTBa A/151 KOHTPOS Y OTC/EXMBAHUS MOBU/bHBLIX TeNedoHOB

TOP SECRETHCOMINT/REL FVEY

CROSSBEAM
ANT Product Data

(TSHSIWREL) CROSSBEAM is a GSM module that mates a modified commercial | oaiosios
cellular product with a WAGONBED controfler board.

l AICRD B o b

(TSISWREL) CROSSEBEAM is a reusable CHIMNEYPOOL-compliant GSM
communications module capable of collecting and compressing woice data.
CROSSBEAM can receive GSM voice, record voice data, and transmit the received "_.
information via connected modules or 4 different GSM data modes (GPRS, Circuit

Switched Data, Data Over Voice, and DTMF) back 10 a secure faciity, The
CROSSBEAM module consists of a standard ANT architecture embedded computer, '. . .
a specialized phone component, a customized software comtroller suite and an
optional DSP (ROCKYKNOB) if using Data Over Voice to transmit data. .. . . . .

CROSSBEAM Voice Handling .' . .

= . i — 10000

CFERREAL . . . i
Implaris Tower | Sech v
CROSSBEAM Data Handling

7 =

o, pod
S
CROESEEAM

ConTErTin Heaon.

50 CROBEEEM
Status: Limited Supply Available Unit Cost: $4k
Delivery: 30 days for most configurations
POC: s3zz3, . Derived Feom: NSA/CSSM 1.52
ALT POC: d 53223‘_ -— mmwlmm

TOP SECRET/COMINT/REL FVEY

CROSSBEAM - «>Ky4OK» /191 BHELLHEro AocTyna K AaHHbIM, nepegasaemMbiM GSM-
TenegoHom
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CANDYGRAM

GSM Telephone Tripwire

(SHSUREL) Mimics GEM cell tower of a target network. Capable of operations at
900, 1800, or 1900 MHz. Whenever a target handset enters the CANDYGRAM
base station's area of influence, the system sends out an SMS through the extemal

network to registered watch phones.

oslz0/08

ey

(SIISIREL) CANDYGRAM Operational Concept

(SIISUIREL) Typical use scenarios are asset validation, target tracking and
identification as well as identifying hostide surveillance units with GSM handsets.
Functionality is predicated on aprior target information,

(S/ISIIREL) System HW
* GPS processing unit
* Tri-band BTS radio
* Windows XP laptop and cell phone*
+9" wide x 12~ long x 2 * deep
+ External power (5-30 VDC).
*Remate control software can be used

(SIISIIREL) SW Features

+ Configurable 200 phone number
target deck.

+ Network auto-configuration

= Area Survey Capability

+ Remate Operation Capability

= Configurable Metwork emulation
« Configurable RF power level

» Muitl-Units under single C&C

"
"o
"ne
"o
Mo
"
"

i b

i * Remote restart
‘rﬂrm mr::;:dﬂh:wmm e * Remote erasure (not field
CANDYGRAM unit through tex recoverabie)
= o (=), Status: Available 8 mos ARO
Unit Cost: apprax $40K
poc: I 522+, NN W . 2

SECRETHNCOMINTIREL TO USA, FVEY

CANDYGRAM - noxkHasi 6a3oBas ctaHUuMsA GSM, npuMmeHsiemasi ANsi onpejeneHns
MECTOHAXOX/AEHNS 06bEKTA 1 OTNPABKM CKPbITbIX SMS

SECRETNMCOMINTI/REL TO USA, FVEY

CYCLONE Hx9

Base Station Router

(SISWFVEY) EGSM (S00MGZ) macro-class Network-In-a-Box (NIB) system. Uses
the existing Typhon GUI and supports the full Typhen featuwre base and applications.

(SHSIIREL) Operational Restrictions  » (SI'SINREL) Enclosure:
exist for equipment deployment. =35 HRBEWx D
* Approximately & lbs

= Actively cooled for exireme
emviranments

# (SIISUREL) Cyclone Hx9 System Kit:
® Cyclone Hxl System
* ACIDNC power converter ' ‘-'
= Antenna Lo support M3, GPS, WIFI, &

# [SHSINREL) Features: RF .. . .

* EGSM 900MHz * LAN, RF, & USB cables
sMacro-class (+43dBm) * Pelican Case . . . . '
+32+Km Range * {Field Kit only) Control Laptop and .. . .
= Optional Battery Kits ACCRE 0TS
« Hisghly Mabile and Dep » y ty Briced Options: .....
« Integrated GRS, MS, & 80211 = 800 WH Lilon Batiery Kit
* Voice & High-speed Data = (SIISIIREL) Base Station Router Platform: . . . L
=+ GSM Security & Encryption * Overlay GSM cellular communications .. 1]
supporting up o 32 Cyclone Mxf .
3} : systems providing full mobility and

ulilizing & ViolP back-haul.

* GPRS data service and associated
appheation

* GPS = Supponing Typhon
apphcations

= GSM Handset Module — Supports
autp-configuration and remote
command and control features.

= B02.11 - Supports high speed
wireless LAN remote command and

controd
Unit Cost: $TOK for two months
Status: Just out of development, first production runs ongoing. Desived From: NSAIGESM 1.52
Duated: 20070168
roc: I 322+ L. - o Declassity Om: 21320108

SECRET/COMINTIREL TO USA, FVEY

CYCLONE HX9, noxkHasn 6a3oBasi cTaHUuMsi GSM, npumMeHsieMas Ans NpociyLLnBaHns COTOBbIX
TenecoHOB 1 Nnepexeara JaHHbIX
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EBSR

Low Power GSM Active Interrogator

(SISWREL) Multi-purpase, Pico class, tri-band active GSM base station with ouzTIog
internal BOZ.11/GPS/Mandset capability.

(SNSWIREL) Operational Restrictions = (SIISINREL) EBSR System Kit:
exist for equipment deployment. + EBSR System

* ACIDC power converter
= AnlEnnas 10 suppor MS,

GPS, WIFI, & RF
* LAN, RF, & USB cables
» (SIISWIREL) Features: = Pelican Case
* LxT Model: 9001200 1900MHZ # (Field Kit only) Conirol Laptop ."
= LxlU Model: 850/1800/1900MHz and Accassories (T11]]

* Pico-class (1Watf) Base station

poipmnpa #(SNSIIREL) Separately Priced Options: .'. ..

* 00 WH Lilon Battery Kit

* Highly Mobile and Deployable .....
* Integrated GPS, MS, & 802.11 # (SUISIIREL) Base Station Router
* Voice & High-speed Data
ioh o R e
- L units can be
* SMS Capability interconnected to form a macro .. . Iﬂ
network using 802.3 and 802,11
» (SHSIIREL) Enclosure: back-haul. ... E ﬁ
*1FHxBEWx 63D . 5,4;?3!15 Landshark/Candygram
« Approximately 3 Ibs capabilities. 'ﬁ G
= Actively cooled for extreme
environments
Status: Unit Cost: S40K

roc: I . s52::. . oo

SECRETHCOMINTHREL TO USA, FVEY

EBSR, noxxkHasi 6a3oBasi cTaHUnsA GSM

SECRETNCOMINTIREL TO USA, FVEY

ENTOURAGE

(S/ISI//REL) Direction Finding on
HollowPoint Platform

(SHSWREL) Direction Finding application operaling on the HOLLOWPOINT -
platform. The system is capable of providing line of bearing for GSMUMTS/
COMAZDOOIFRS signals. A band-specific antenna and laptop controlier is needed 1o | 0L/27109
compliment the HOLLOWPOINT system and comgpletes the ground based system.

(SIISHIREL) HOLLOWPOINT SDR Platform and Antenna

{SI51) The ENTOURAGE application leverages the 4 Software Defined Radwo .‘.
(SDR) units in the HOLLOWPOINT platform. This capability provides an “Artemis- " . .
like” capability for waveforms of interest (2G,3G others). The ENTOURAGE

application works in conjunction with the NEBULA active interrogator as par of the

Find/FixFinish capabilities of the GALAXY program. .. . ..

= (SHSIIREL) Features: # [SIISINREL) Enclosure: .. ..
* Software Defined Radio System #1.8°Hx8.0°W 5 8.0D
* Operating range 10MHz — 4GHz * Approximately 3 Ibs T11 L
* 4 Receive paths, all synchronized * 15 Wans ...'1"
* 1 Transmit path * Passively cooled
+ DF capabity 6n » (SISIIREL) Future Developments: .. . Aa
GSMIUMTS#CDMAZODW FRS » WikAX &
Hgs * WiFi i
* Gigahit Ethernet

“LTE
+ Integrated GPS

* Highly Mobile and Deployable

Status: The system is in the final testing stage and  Unit Cost: STOK
will be in production Spring 09.

PoC: I 532242, I -

SECRETNCOMINTIREL TO USA, FVEY

ENTOURAGE, ycTpOWCTBO A/151 NOVCKa 1 onpeaeneHnsi MecTononoxeHus tenegoHos GSM un
3G
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(SISMREL) Commercial GSM handsat that has been modified to include a
Software Defined Radio (SDR) and additional system memory. The intemal SDR
allows a witting user 1o covertly perform metwork surveys, record RF spectrum, or
perform handset location in hostile emnmnrnems

GENESIS

Covert SIGINT Transceiver

ouzTioa

(SHSIIREL) GENESIS Handset

(SHSIIREL) The GENESIS systems are designed 1o SUpport covent operations in
hostile environments. A witting user would be able to survey the local environment
with the spectrum analyzer tool, select spectrum of interest to record, and download
the spectrum information via the integrated Ethernet 1o a laptop controlier. The
GENESIS system could also be used. in conjunction with an active interrogalor, as the
finishing tool when performing Find/FidFinish operations in unconventional
environments.

# (SISIIREL) Features:

* Concealed SDR with Handset
Menu interface

* Spectrum Analyzer Capability
* Find/Fix/Finish Capability

# (SHSWREL) Future Enhancements:
* 3G Handset Host Platform
* Additional Host Platiorms
* Increased Memory Capacity
= Additional Find/Fiu/Finish

* Integrated Ethernet Capabilities

* External Antenna Port * Active Interrogation Capabilities
* Internal 16 GB of storage

* Muliple Integrated Antennas

Status: Current GENESIS platform avaitabbe. Unit Cost: $15K
Future platforms available when developments are
completed.

poC: I . S32242. I

SECRETHCOMINTHREL TO USA, FVEY

"
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"
o
11
"

GENESIS, MoaMLMPOBaHHbI COTOBbIN TeNeoH C aHaIM3aTopom cnekTpa GSM u 3G

ceTell Ans pagvopassesKu

SECRETNCOMINTIREL TO USA, FVEY
I

(SISUFVEY) Multi-Protocol macro-class Network-in-a-Box (NIB) system.
Levemges the existing Typhon GUI and supports GSM, UMTS, COMAZ000
l.‘I'E capabdity currently under development,

NEBULA

Base Station Router

0127109

(SI!SIIFREL} Dperatlonal

Restrictions exist for equipment

deployment.

# (SHSHIREL) Featuras:
* Dual Carrier System
= EGSM 300MHz
= UMTS 21000MHz
= COMAZODD 1900MHz
* Macro-class Base slation
= Optional Batery Kits
= Highly Mobile and Deployable
® Inegrated GPS, MS, & B02.11
* Voice & High-speed Data
#[SIISIREL) Advanced Features:
* GPS = Supporting NEBULA
applications
# Designed o be setf-configuring
with security and encryplion features

* §02.11 - Suppors high speed
wirehess LAN remote command and
‘eontrol

Status:

» (SUSUIREL) E
*B.5H ¥ 13.0°W x 165D
* Approximately 45 [bs

# Actively cooled for extreme
environments

# (SUSUIREL) NEBULA System Kit:
* NEBULA System
* 3 inerchangeaie RF bands
* ACIDC power converter

* Antenna to support MS, GPS,
WIFI, & RF

* LAN, RF, & USE cables.
* Pelican Case
* (Field ks only) Conirel Lapiop

and Accessones

= (SHSWIREL) Separately Priced Options:
* 1500 WH Lilon Battery Kit

# (SIISIVREL) Base Station Router Platform:
* Multiple BSR units can be
mterconnacted to lorm & macro network
using 802.3 and B02.11 back-haul.
* Future GPRS and HSDPA data
service and associated applications

Unit Cost: S250K

"
"
UL
"
JILL
e
i

Poc: I . s32242, . I =/ oo
SECRET/COMINTIREL TO USA, FVEY

NEBULA, noxkHasn 6a3oBas ctaHuusa ans ceteii EGSM, UMTS, CDMA2000
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TYPHON HX

GSM Base Station Router

(SHSIFVEY) Base Station Router - Metwork-In-a-Box (NIB) supporting GSM
bands 850/900/1800/1900 and associated full GSM signaling and call control, 06/20108

[3
1
1
[}
1
i
1
1
1
1
1
1

S p——— |

o
(SNSWREL) The macro-ckass Typhon & & Network-n-a- Trphem Hx Frived Ot =
B (NIB), which inchudes all the necessary architecture (o[RS Dursen | HTRCOST e .. . [ ]
support Mobyie Station call processing and SMS TR T T v
mEssIging in a stand-alone chassis with a pre- yphas Mindsl Cobar  Ubraer G 4 Toal hpars b1 a A
provisioning capabilty, o l. . LJ | |

(SISINFVEY) Tactical SIGINT elements
use this equipment to find, fix and finish
targeted handset users.

(SHIS1) Target GSM handset reg with

BSR unit.
[ are able to geolocat

g e the user.

[SHSHREL) The Typhon sysiem ki includes the amplified
Typhan system. OAMER Laptop, cables, antennas and
ACIDE power supply,

(UHFOUD) An 800 WH Lilon Battery kit is offered
saparately.

'

GI06a08 & Gawin

L) A beacket and mounting kit are avalable upan (U} Status: Availabie & mos ARQ

SRR (SHSMIREL) Operational Restrictions
exist for equipment deployment

PoC: I <3224, N I

1o
SECRETNCOMINTNREL TO USA, FVEY
TYPHON HX, no>xHasi 6a3oBasi cTaHuusi Ans ceteit GSM 850/900/1800/1900 MILy
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WATERWITCH

Handheld Finishing Tool

(S4I51) Hand held finishing tool used for geolocating targeted handsets 073008
in the field.

(SlIS1) Features:
« Split display/controller for
flexible deployment
capability
« External antenna for DFing
target; internal antenna for

communication with active . ‘.
interrogator 4
eMultiple technology « “ . .

capability based on SDR (SNSI) WATERWITCH Handset DF Set .. . ..
Platform; currently UMTS, with GSM and CDMA2000 under

development '. . .

« Approximate size 3" x 7.5" x 1.25" (radio), 2.5" x 5" x 0.75" ...' M

(display); radio shrink in planning stages v

« Display uses E-Ink technology for low light emissions T1E
(S/IS1) Tactical Operators use WATERWITCH to locate ... [3 [
handsets (last mile) where handset is connected to Typhon or v
similar equipment interrogator. WATERWITCH emits tone and (N ]

gives signal strength of target handset. Directional antenna on
unit allows operator to locate specific handset.

Status: Under Development. Available FY-2008  Unit Cost:
LRIP Production due August 2008

roc: I . s34z, L 0
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WATERWITCH, yCTPOICTBO A5 ONpefeNieHsi MeCTOMO/IOXKEHWS MOBU/bHbLIX TeNnedoHoB
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